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NEN and JISC digitisation programme: “Working with Schools”

Notes on Access and Authentication for Workshop at BFI: 16th June 2009

Background

The NEN consists of a number of ‘inter-connected’ networks with the national interconnection being through JANET. 

British Pathe was the original pilot which demonstrated, from 2003 onwards, the ability of the inter-connected UK schools networks (the NEN) to deliver materials from a single point to any school in the UK using IP network address security and without going onto the WWW. This supported schools use licences while protecting rights owners assets and increased the quality of access support that could be provided; simple message was “schools could be trusted.” The IP network address system uses a JANET service called CAR and provides a simple but effective access method for materials to all school locations on a regional basis. It does not cover home access or differential access at school or learner levels.

National Authentication
The need for a national authentication system to support security and provide effective access for learners and the workforce, includ9ing home access, had been apparent, since the establishment of the broadband networks. A number of systems were being used/developed internationally including ‘Shibboleth’.

Shibboleth

The term ‘shibboleth’ is widely used to refer to ‘secure authentication and access’ in general but is, in fact, only one such system (bit like saying ‘hoover’ for all vacuum cleaners). Shibboleth is the one that is ‘recommended’ by UK Fed for schools and HE/FE.

LGfL ran a pilot demonstrating ‘a shibboleth system’ in action for its 33 LA and their schools.

The UK Access Management Federation was formed to manage authentication for both the schools and the FE, HE and research sectors.

About the UK Access Management Federation
Schools in the UK, like Universities and Colleges have adopted federated access management for authentication and authorisation and work through the UK Access Management Federation operated by JANET and supported by BECTA and JISC. Unlike Universities and Colleges, authentication in the schools sector will be provided by their Regional Broadband Consortia or LA (RBC are Consortia of LA) who are their identity provider; schools in Scotland, Northern Ireland and Wales work through their national networks for this purpose. It is expected that all schools will be within the system by September 2010.
Contacts and Introductory Information
UK Federation: http://www.ukfederation.org.uk/   
Becta introduction for Schools: http://schools.becta.org.uk/index.php?section=lv&rid=11277
UK Federation introduction for schools: http://www.ukfederation.org.uk/library/uploads/Documents/Federated_Access_Management_for_Schools.pdf  
Further Information

JISC briefing paper for Service Providers: http://www.ukfederation.org.uk/library/uploads/Documents/Federated_Access_Management_for_Schools.pdf
Provider Courses: http://www.ukfederation.org.uk/content/Documents/EventList  
School scope definition: http://www.ukfederation.org.uk/library/uploads/Documents/definition-of-synthetic-schools-scope.pdf
List of members: http://www.ukfederation.org.uk/content/Documents/MemberList
List of services: http://www.ukfederation.org.uk/content/Documents/AvailableServices
Service Provider registration of entities: http://www.ukfederation.org.uk/content/Documents/Register2SP
Setup Service Provider entity: http://www.ukfederation.org.uk/content/Documents/Setup2SP
Marshall Mateer
Page 1 of 2
6/26/2009

[image: image1.jpg]